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Welcome to today’s session

Online Safety
Awareness 

The biggest lesson we can learn as adults 

is to make children feel 
valued…

Most risks online come back 
to self-affirmation - we all want 

to feel liked and valued. 

Offenders seek to exploit vulnerability. 

If we increase self-esteem 
and confidence in children, 
then they are less likely to 

take risks online. 

Positive impacts of being online…

Connects 
People

Tool for 
seeking 

support & 
learning

Allows for 
creativity

Gaming, Gambling & Addiction

What % of 8-17 year olds chat 
to strangers when gaming? 

10%
22%
46%

Children and parents: media use and 
attitudes report 2023

Answer: 22%

v

Gaming considerations…

86% of British 
parents & carers 
ignore the age 

ratings on games, 
compared to 23% 

on films. 
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Blurred Lines…
There are laws which make it illegal for young people 
to take part in most gambling activities, but there are 
also types of gambling that everybody is allowed to do.

Live Streaming 

What could go wrong?

Could be 
recorded

Lack of 
control

Reveal 
Location 

Key message for children: Remember… online 
behaviours should mirror how you behave offline

Live Streaming 

o Streamers now have the 
ability to apply specific 
tags to their own 
content, replacing the 
previous mature 
content toggle.

o Twitch has a guide is 
designed to help 
parents, educators, and 
other adults navigate 
Twitch so they can help 
keep teens safe on the 
service.

o Kick offers a much more 
generous revenue split 
for creators. This is one 
of the main reasons that 
users are switching 
to Kick.

o Stay connected with 
your teen through 
discord's family center.

o Family Center has two 
main features: an 
activity dashboard 
accessible in Discord 
and a weekly email 
summary of your teen's 
activity. It shows the 
number of messages or 
calls they've made, new 
friends added, and 
active server 
participation.

o In addition to the in-app 
Family Center, you'll 
receive a weekly email 
recap of their activity.

o In 2022, Twitch 
implemented a ban on 
gambling activities.
Some streamers even 
received sponsorships to 
indulge in hours of 
continuous gambling.

o Kick offers a variety of 
popular streams for 
users to watch, 
including gaming, 
gambling, and IRL (In 
Real Life) content. This 
means that users can 
view streams featuring 
gambling promotions, as 
well as streams 
featuring individuals in 
swimwear or hot tubs.

o Secrecy.
o Changes in 

mood/behaviour.
o Gambling until 

they have 
nothing left.

o Chasing losses.

Spotting the Signs 
of Harm

Changes you may notice in 
those affected by gambling 

could include:

Blocking 
Software

Blocking software is a type of computer 
programme or app that stops you looking at 
specific websites or services.

Many people use blocking software tools if 
they find it hard to control their gambling.

There are two kinds of blocking software:
1. Gambling-specific blocking software, 

which is designed to block gambling 
websites.

2. General blocking software, which is 
designed to block any sites you want and 
set access permissions or parental 
controls.

Top Tips:
Learn about the games 
your child likes to play

Find out who 
they play with 

Check to see if your 
bank card is linked

Look at gaming 
considerations – pegi.info 

Agree digital boundaries –
have fun – play together 

Encourage them to think 
critically – ‘digital footprint’
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Exposure to 
inappropriate content

Top 3 most popular online 
platforms for 3-17 year-olds 

YouTube 88%
WhatsApp 55%

TikTok 53%

Children and parents: media use and 
attitudes report 2023

v

WhatsApp Telegram Kik RedditBe Real

TOR NGL Twitch DiscordKick

Omegle Yubo Tinder Grindr ChatGPT

RPG TEAM

Excepteur sint occaecat cupidatat non proident, sunt 

in  qui   mollit anim

The Bill holds social media companies legally 
responsible for safeguarding children online 

by ensuring the swift removal of illegal 
content, preventing access to harmful or 
age-inappropriate material, enforcing age 

limits, increasing transparency on risks, and 
offering accessible reporting methods for 

parents and children.

The Bill targets illegal content by requiring 
social media platforms to remove it 

completely, along with new offences like 
banning content promoting self-harm. 

Additionally, platforms must take preventive 
measures to reduce criminal activities on their 

sites. Harmful content, though not illegal, 
must also be tackled, including pornographic 

material, cyberbullying, and content that 
promotes self-harm or eating disorders, to 

protect children from accessing it.

The online safety laws require social media 
companies to prevent underage children from 

accessing their platforms. Many platforms 
currently set age limits, but younger children 
still have accounts. The new laws will put an 

end to this practice. Companies must 
implement age assurance or verification 

technologies to check users' ages. They are 
obligated to disclose the technology they use 
and demonstrate their enforcement of age 

limits.

Ofcom will serve as the regulator to ensure 
platforms protect their users. Platforms must 
demonstrate their processes' effectiveness in 

meeting the Bill's requirements, subject to Ofcom's 
assessment. Non-compliant companies may face 
fines, and senior managers failing to comply with 
information requests may face criminal action. In 
extreme cases, with court agreement, Ofcom can 

mandate payment providers, advertisers, and 
internet service providers to stop collaborating 

with a site, blocking its access and revenue 
generation in the UK.

Hoaxes
are deliberate acts of 

disinformation where false 
information is shared to deceive 

others. They can take the form of 
fake news stories, viral messages, 

deep fakes, or memes. Hoaxes 
spread quickly, and it's essential not 
to share them further but instead 

report them to the respective app, 
game, or site where they were 

encountered.

Examples of misinformation and disinformation

VERFIY BEFORE 
YOU TERIFY! Examples of misinformation and disinformation

Ask student’s to think 
through the pros and possible 

cons when deciding if a 
challenge is something that is 

worth getting involved in…

Be 
sensible

Is it just 
to scare?

Be 
safe

Slow 
things 
down

Don’t fall 
for 

FOMO!!
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Which of these terms are 
‘algospeak’ for 

inappropriate words? 

"Corn" instead of porn
"Seggs" instead of sex

"Unalive" instead of dead or kill

Cyberbullying
Understanding some terms used to describe cyberbullying

Trolling 

Flaming 

Roasting

Dissing 

Harassment 

Making hurtful 
comments 

Griefing

Blocking or 
deliberately 

killing 
someone in a 

game

Maliciously 
posting details 

about 
someone’s 

personal life

Doxing  

Outing  

Harmful content 
disguised as support

Eating disorder 
content

Pro-suicide and self-
harm content

Harmful content 
linked to mental 
health conditions

Cyberbullying
Research completed by 5,294 
individuals aged 16-84 years  

from Swansea University 
found 83% of social media 

users surveyed were 
recommended self-harm 

content on their personalised 
feeds, such as Instagram’s 
‘explore’ and TikTok’s ‘for 

you’ pages, without 
searching for it.

Worryingly, 76% said they 
had harmed themselves more 
severely because of viewing 

self-harm content online.

Cyberbullying

Unrealistic 
view of sex, 
relationships 

& 
appropriate 
behaviour.

Negative 
expectations 
about roles 

and 
identities.

What are the 
risks of 
viewing 

pornography?

Casual 
attitudes 

about sex & 
a increase in 
‘risky’ sexual 

behaviour.

Unrealistic 
expectations 

of body 
image & 

performance.

Every 1.5 minutes the 
IWF assess a webpage. 
Every 2 minutes, that 

webpage showed a child 
being sexually abused. 

127,732 reports of
‘self-generated’

imagery of 11–13-year-
old girls. 

63,057 of ‘self-
generated’ reports 

featured a 7–10-year-old,
a 129% increase on 

2021. 

There was an increase in 
the proportion of 

Category A images: these 
most severe images 

accounted for 20% of the 
child sexual abuse 

images actioned, up 
from 18% in 2021 and 

17% in 2020.

In 2022, the IWF received 187 reports 
through the Report Remove tool. They were 

able to action 101 reports. 

Most contained Category C images (69%), and 
more boys reported than girls, with boys 

making up 73% of the total.

IWF has 
hashed 1,663,106

individual images since 
2016.

IWF Annual Report 2022
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What is intimate image abuse?
Intimate image abuse is the act of 
sharing (or threatening to share) 

intimate images or videos of someone, 
wither on or offline, without their 

consent and in order to cause distress. 

We try not to use the term 
‘revenge porn’ as we believe 

it is misleading; it’s not 
always an act of revenge and 

the content is not 
pornography. It is abuse.  

What behaviours link to 
intimate image abuse? 

Intimate image abuse, like many 
other forms of abuse, is rarely 

an isolated behaviour. 

Domestic 
Abuse 

Voyeurism

Sextortion 
(Webcam blackmail)

Coercive 
Control

Sexual 
Assault Harassment

Sexual 
Abuse

Stalking

AI nudes being 
used for sextortion 

scams!

Intimate image abuse laws in the UK

Private sexual content shared without 
consent with intent to cause distress 
Criminal Justice and Courts Act 2015

Threats to share private sexual images 
Domestic Abuse Act 2021

Voyeurism and Upskirting
Voyeurism (Offences) Act 2019

Blackmail
Theft Act 1968

Deepfakes
No current law

How many adults in the UK 
pose a sexual risk to 

children?

“We estimate there are between 680,000 to 
830,000 adults in the UK that pose a sexual 

risk to children. The use of AI for child 
sexual abuse will make it harder for us to 

identify real children who need protecting, 
and further normalise abuse”. 

(Graeme Biggar - Director General of the National Crime Agency, 2023)

Making 
contact

Meeting/ 
Abuse

Deepening 
Friendships

Becoming 
Friends

Gaining 
Information

Targeting 
on & offline

Sexual Exploitation

Criminal Exploitation

Radicalisation

Exploitation (NRM)

Source: Home Office - End of Year Summary 2022

Customer 
Journey Map

Children most 

often referred 
for criminal 
exploitation 

(43%; 3,013).

UK – 16,938 
victims 

submitted
representing a 33% 
increase compared 
to the preceding 
year (12,706).

Overview

41% (7,019) 
claimed 

exploitation as 
children 

(compared to 43% 
in the preceding 

year).

Child victims: 
80% (5,607) 
were male and 

20% (1,401) 
were female.

Snapchat Gang 
Recruitment 

Video
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CCE/ CSE - Sources of Support…

31

•

Text British Transport Police on 61016 

Support & Advice

ONLINE 
RESILIENCE

To help prevent the harm, children need to be 
streetwise online. This is sometimes called 
digital literacy, and it has three elements:

Technical literacy –
knowing your way 

around 
technologies and 
having technical 

skills;

Media literacy -
understanding different 

platforms and being 
able to judge the 

quality and reliability of 
online sources;

Social literacy -
understanding 

online etiquette 
and the way 

things are done 
online.

You can't shield children from all risks online, 
any more than you can offline. 

Not all of those risks have to turn into harm!

 Devices used in rooms adults are present.
 Discuss ‘friends’. 
 Use parental controls.
 Explain that you’re not trying to control them 

but want to agree upon a set of ground rules.
 Try to stay up to date  with internet trends and 

best practices.
 Talk to children about the risk of disclosing 

personal information. 
 Have open discussions about topics like –

bullying, cyberbullying, body image, grooming, 
sexual exploitation, gangs and  radicalisation.  

Best ‘Parental Control’ 
software for 2023 – PC Mag 

Monitoring Online Activity

Also check your 
broadband 

provider for their 
monitoring/safety 

platforms

How do you keep yourself up to date? 

You must talk to your child –
this is where your greatest learning will come from!
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Make sure you sign up to get our 
FREE Online Safety Newsletter each month!
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